
The Great 
Seal Bug
How does it work?
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Lev (Léon) 
Theremin

b. 1896 Saint Petersburg
d. 1993 Moscow

http://www.imdb.com/title/tt0108323/

http://www.youtube.com/watch?v=w5qf9O6c20o

http://en.wikipedia.org/wiki/Good_Vibrations
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THE GREAT SEAL BUG STORY
Part III - George F. Kennan
U.S. Ambassador to the U.S.S.R.

http://www.spybusters.com/Great_Seal_Bug_Part_III.html

The political sky, in any case, as I left Russia for the 
conference in London, was dark and menacing.
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Great Seal Bug
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“The Thing”

(from Scientific American, 1968)
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What are the 
Resonant 

Frequencies of the 
Great Bug Cavity?

Reentrant Cavity
Transmission Line Modes

Electric Field Mode Structure
Antenna Coupling
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How Does it Work?
The resonant cavity transmitter is simple technical device called a 
passive radiator. A layer of thin metalized material is stretched 
across a closed metal tube. The size of the tube determined its 
resonant frequency. An antenna, is attached to the base of the 
cavity. The cavity is irradiated with a beam of radio frequency 
energy from an external source. The size of the cavity and the 
length of its antenna are designed so that a harmonic of the 
inbound radio frequency energy is rebroadcast. The metalized 
diaphragm acts as a transducer, and the audio range energy 
modulates the returned radio frequency signal that, in turn, is 
picked up by a receiver in a nearby listening post. It is important 
to note that the microwave signal that “powers up” the device 
is not the same frequency as the outbound signal. 

http://eetimes.com/design/audio-design/4015284/Eavesdropping-using-microwaves--addendum
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Varicap Diodes

In harmonic multiplication, a large signal amplitude A.C. voltage is applied across a varicap to deliberately 
vary the capacitance at signal rate and generate higher harmonics which are filtered off and used further 
down the signal chain. This happens because when the capacitance of a charged capacitor is reduced, the 
voltage across it is increased which, in turn further reduces the capacitance if it is a varicap.

The energy stored on a charged capacitor is given by E=CV2/2 thus if E is constant, but C is reduced then V 
must increase, thus if a sine wave of sufficient amplitude is applied across a varicap it gets 'peaked' into a 
more triangle shape and odd harmonics are generated. This was one early method used to generate 
microwave frequencies of moderate power, 1–2 GHz at 1-5 watts, from about 20 watts at a frequency of 
3-400 MHz before adequate transistors had been developed to operate at this higher frequency. 

8



9



Patent US6481286
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iCLASS®

iCLASS smart cards and readers make access control more 
powerful and more versatile, o!ering enhanced security through 
encryption and mutual authentication. At the same time, iCLASS is 
user-friendly, delivering the convenience, a!ordability and reliability 
of  contactless technology for which HID is known worldwide. 

Encrypted Communication
The communication between an iCLASS reader and card is encrypted using 
a secure algorithm so the transaction between the card and reader cannot be 
“sniffed” and replayed to a reader. The encryption protocol uses a combination 
of diversified keys, unique 64-bit card serial numbers and mutual card and reader 
authentication.

Capability to Add Other Applications
The iCLASS chip not only stores HID access control information, it also has 
memory space available for other applications. iCLASS cards are currently 
available with 2k bit, 16k, and 32k bit memory capacities, and depending on the 
amount of memory available and the number of memory areas, iCLASS cards 
can serve as multi-application credentials that can be used for many purposes. 
Since the memory can securely store any kind of information, applications for 
iCLASS include biometrics, secure computer/network authentication, health 
record management, time and attendance, digital cash (cafeteria & vending) and 
many, many more.

Imagine an affordable, single-card, contactless solution that allows you to not 
only read data securely and quickly, but also to securely write data to the card 
for many applications.

Optimized to make physical access  
control more powerful, iCLASS® 
13.56 MHz read/write contactless 
smart card technology provides 
versatile interoperability 
and supports multiple 
applications such as 
biometric authentication, 
cashless payment and PC 
log-on security.

Next Week: RFID

http://www.hidglobal.com
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